UNITED STATES OF AMERICA 



v. 



Prosecution Disclosure 
to the Defense 



Manning, Bradley E. 

PFC, U.S. Army, 

HHC, U.S. Army Garrison, 

Joint Base Myer-Henderson Hall 



30 May 2012 



Fort Myer, Virginia 22211 ) 

The United States responds to the Court's Order, dated 29 May 2012 as follows: 

1. On 18 May 2012, the United States filed an ex parte motion requesting the Court consider 
that motion in camera and ex parte under MRE 505(g)(2) and to authorize a substitution of the 
portion of the Defense Intelligence Agency (DIA) Information Review Task Force (IRTF) 
damage assessment that is favorable to the accused and material to guilt or punishment under 
MRE 505(g)(2). The United States requested the Court authorize redactions and a summary 
under MRE 505(g)(2)(A) and (B). See Enclosure 1. The United States seeks to protect 
information relating to the foreign relations and foreign activities of the United States, all within 
the national security interests of the United States. 

2. On 18 May 2012, the United States filed an ex parte motion requesting the Court consider 
that motion in camerm and ex parte under MRE 505(g)(2) and to authorize a substitution of the 
portion of the Central Intelligence Agency (CIA) report that is favorable to the accused and 
material to guilt or punishment under MRE 505(g)(2). The United States requested the Court 
authorize a summary under MRE 505(g)(2)(B). See Enclosure 2. The United States seeks to 
protect information relating to intelligence activities, intelligence sources or methods, and 
foreign relations or foreign activities of the United States, all within the national security 
interests of the United States. 




ASHDEN FEIN 
MAJ, JA 
Trial Counsel 



2 Enclosures 

1 . Government ex parte Motion (DIA) [unclassified redacted version] 

2. Government ex parte Motion (CIA) [unclassified redacted version] 
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UNITED STATES OF AMERICA 

v. 

Manning, Bradley E. 

PFC, U.S. Army, 

HHC, U.S. Army Garrison, 

Joint Base Myer- Henderson Hall 

Fort My er, Virginia 22211 



Government in camera Motion for 
Authorization of a Substitution of 
the DIA (IRTF) Damage Assessment 
under MRE 505(g)(2) 



18 May 2012 



RELIEF SOUGHT 

(U) COMES NOW the United States of America, by and through undersigned counsel, 
respectfully requests this Court to: (1 ) consider this motion in camera and ex parte under MRE 
505(g)(2); and (2) authorize a substitution of the portion of the Defense Intelligence Agency 
(DIA) Information Review Task Force (IRTF 7 ) damage assessment that is favorable to the 
accused and material to guilt or punishment under MRE 505(g)(2). 



BURDEN OF PERSUASION AND BURDEN OF PROOF 



(U) As the moving party, the United States has the burden of persuasion on any factual 
issue the resolution of which is necessary to decide the motion. Rule for Courts Martial (RCM) 
905(c)(2). The burden of proof is by a preponderance of the evidence. RCM 905(c)(1). 



FACTS 



(U) On 23 March 2012, the Court ordered (hereinafter "Court's Order") the prosecution to 
identify what classified information from the DIA damage assessment is favorable to the accused 
and material to guilt or punishment. 

(U) On 23 March 2012, the Court ordered the prosecution to disclose all classified 
information from the DIA damage assessment to the Court for in camera review under 701(g)(2) 
or, at the request of the prosecution, in camera review for limited disclosure under MRE 
505(g)(2). 

(U) On 23 March 2012, the Court ordered the prosecution to move for an in camera 
proceeding under MRE 505(i)(2) and (3) and provide notice to the defense under MRE 
505(i)(4)(A), if the Department of Defense claims a privilege under MRE 505(c) for the damage 
assessment. 



(U) According to the IRTF Final Report, the following summarizes the purpose and 
overall approach of the DIA task force. 



(U) At the direction of the US. Secretary of Defense (SecDef), the 
Information Review Task Force (IRTF) assessed the impact of 
unauthorized WikiLeaks disclosure of United States Government 
(USG) records. The IRTF completed a comprehensive review of 
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more than 740,000 records known or believed compromised to 
WikiLeaks, coordinated its review throughout the Intelligence 
Community (IC), and integrated its efforts with those of the 
National Counterintelligence Executive (NCIX). 

(U) Given the enormity of the challenge, the IRTF reached out and 
received tremendous support from not only the affected 
Department of Defense (DoD) Components but also from the 
multiple affected federal departments and agencies as well This 
whole of-govemment approach, together with close coordination 
with the appropriate legal and foreign disclosure officials, enabled 
the IRTF to get ahead of the WikiLeaks public releases and to 
inform senior leaders and policymakers across the USG as well as 
coalition governments prior to public disclosure so that mitigation 
actions could be taken. 

Enclosure 1 . 

(U) The original damage assessment is classified: 

"SECRET//NOFORN" . 
(U) The proposed summarized damage assessment with redactions is classified: 

"SECRET//NOFORN" . 




) Although the IRTF damage assessment was ordered at the direction the Secretary 



of Defense, the DIA, a military intelligence agency, conducted the assessment. The IRTF Final 
Report contains information from other military organizations and from federal organizations 



outside military authorities, DIA identified the following equity holders within the Final Report: 




approved the release of their information contained within the Final Report; however, they 
requested some portions to be redacted. See Enclosure 5. 
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WITNESSES/EVIDENCE 



(U) The United States does not request any witnesses be produced for this motion. The 
prosecution requests that the Court consider enclosures listed at the end of this motion. 

LEGAL AUTHORITY AND ARGUMENT 

(U) If classified information is at issue in a court martial, then the United States may 
agree to disclose the classified information to the defense under a protective order. See MRE 
505(g)(1). Additionally, the United States may motion the Court to "authorize (A) the deletion 
of specific items of classified information from documents to be made available to the [accused], 
(B) the substitution of a portion or summary of the information for classified documents, or (C) 
the substitution of a statement admitting relevant facts that the classified information would tend 
to prove." MRE 505(g)(2). The military judge "shall authorize" these alternative forms, unless 
she determines "the disclosure of the classified information itself is necessary to enable the 
accused to prepare for trial." ]d If a motion is filed under MRE 505(g)(2), then upon request of 
the United States, the motion "shall" be considered by the military judge in camera and "shall 
not be disclosed to the accused." Id. 

| |) The procedures outlined in MRE 505(g)(1) and (2) apply when the United States 
voluntarily discloses information and does not withhold classified information under MRE 
505(c). If the United States intends to withhold information under MRE 505(c), then the United 
States must move for an in camera proceeding under MRE 505(i)(2), obtain an affidavit 
demonstrating that disclosure of the information reasonably could be expected to cause damage 
to the national security under MRE 505(i)(3), and follow the notice procedures outlined under 
MRE 505(i)(4). See MRE 505(i). For the purposes of this filing, the DIA, jmmm 

|, through the prosecution, are voluntarily disclosing a summary of the damage assessment, 
pursuant to the Court's Order and are not withholding any classified information under MRE 
505(c) and MRE 505(i). 

(U) Pursuant to the Court's Order, the prosecution reviewed the original IRTF damage 
assessment for information favorable to the accused and material to guilt or punishment. See 
RCM 701(a)(6); see also Brady v. Maryland , 373 U.S. 83 (1963). The prosecution also reviewed 
for information material to the preparation of the defense because DIA is an intelligence agency 
within the Department of Defense. See RCM 70 1 (a)(2). The prosecution reviewed the original 
IRTF damage assessment and determined that it contained information that was material to the 
preparation of the defense, favorable to the accused, and material to guilt or punishment. The 
prosecution identified discoverable information, and DIA reviewed the information to determine 
if it would authorize the prosecution to voluntarily disclose the original classified material to the 
defense under MRE 505(g)(1) or (g)(2). The appropriate Original Classification Authority 
determined that DIA would disclose the entire Final Report in the original form under MRE 
505(g)(1), but subject to the approvals of other equity holders of the information contained 
within the report. 

|) DIA identified the following equity holders within the Final Report: | 

reviewed the Final Report and do not object to 



their information, contained within the Final Report, being made available to the defense under 
MRE 505(g)(1). The | | requested certain information be redacted or summarized 

and a summary be produced under MRE 505(g)(2). Outlined below are | | requests 

and the prosecution's procedures taken pursuant to the Court's Order and under MRE 505(g)(2) 
to provide discoverable information from within the I RTF Final report to the defense. 




I approved the release of their information contained within the Final Report; however, 
they requested some portions to be redacted. See Enclosure 5. After review of the redactions, 
the prosecution identified one redaction (hereinafter "discoverable redaction") which contains 
information that does meet the RCM 70 1 (a)(6) or Brady/Giglio standards and therefore is 



discoverable. On page 


■of the Final Report, the IRTF assessed 










" See Enclosure 1 . 




determined that the 



agency would disclose the discoverable redaction in a summarized form under MRE 505(g)(2). 
The prosecution reviewed the summary and determined that it accurately summarized the 
original material, including providing adequate context. 



(U) The remaining redacted information contained within the original damage 
assessment, does not meet the RCM 701 (a)(6) or Brady/Giglio standards and therefore is not 
discoverable. Additionally, that information is not "necessary to enable the accused to prepare 
for trial" under MRE 505(g)(2). Therefore, the defense is not entitled to discovery of the 
remaining redacted information. 
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[Should the Court find the redacted information or summarized discoverable 
redaction are discoverable under RCM 701 (a)(6) or Brady/Giglio , or is "necessary to enable the 
accused to prepare for trial" under MRE 505(g)(2), then the United States requests the 
opportunity to either- (1 ) address the Court's findings! I to determine whether a 



different alterative under MRE 505(g)(2) is appropriate and file that alternative with the Court, 
or (2) allow for | | to claim a privilege under MRE 505(c) and the United States to move 
for an in camera proceeding under MRE 505(i). 




CONCLUSION 



(U) The United States respectfully requests this Court to: (1) consider this motion in 
camera and ex parte under MRE 505(g)(2), and (2) authorize a substitution of the portion of the 
DIA (IRTF) damage assessment that is favorable to the accused and material to guilt or 
punishment under MRE 505(g)(2). 




ASHDEN FEIN 
MAJ, JA 
Trial Counsel 



5 Enclosures 

1 . Original DIA Damage Assessment (classified "SECRET//NOFORN") 

2. Redacted and Summarized DIA Damage Assessment (classified "SECRET//NOFORN") 

3. Draft Sealing Orders (x2 
4. 
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UNITED STATES OF AMERICA 

v. 

Manning, Bradley E. 

PFC, U.S. Army, 

HHQ U.S. Army Garrison, 

Joint Base Myer- Henderson Hall 

Fort Myer, Virginia 22211 



Government in camera Motion for 
Authorization of a Substitution of 
the CIA Damage Assessment 
under MRE 505(g)(2) 

18 M ay 2012 



RELIEF SOUGHT 



(U) COMES NOW the United States of America, by and through undersigned counsel, 
respectfully requests this Court to: (1) consider this motion in camera and ex parte under MRE 
505(g)(2); and (2) authorize a substitution of the portion of the Central Intelligence Agency (CIA) 
damage assessment (hereinafter "report") that is favorable to the accused and material to guilt or 
punishment under MRE 505(gX2). 



BURDEN OF PERSUASION AND BURDEN OF PROOF 



(U) As the moving party, the United States has the burden of persuasion on any factual issue 
the resolution of which is necessary to decide the motion. Rule for Courts-Martial (RCM) 905(c)(2). 
The burden of proof is by a preponderance of the evidence. RCM 905(c)( 1 ). 



FACTS 



(U) On 23 March 2012, the Court ordered (hereinafter "Court's Order") the prosecution to 
identify what classified information from the CIA WikiLeaks Task Force report is favorable to the 
accused and material to guilt or punishment. 

(U) On 23 March 201 2, the Court ordered the prosecution to disclose all classified 
information from the CIA report to the Court for in camera review under 701(gX2) or, at the request 
of the prosecution, in camera review for limited disclosure under MRE 505(g)(2). 

(U) On 23 March 2012, the Court ordered the prosecution to move for an in camera 
proceeding under MRE 505(iX2) and (3) and provide notice to the defense under MRE 505(i)(4XA), 
if the CIA claims a privilege under MRE 505(c) for the report. 

| |) The CIA organized a WikiLeaks Task Force (WTF) concerning the damage to CIA 
equities from the compromise of the( The 
WTF produced a report that has been determined by the United States Government pursuant to an 
executive order, statute, or regulations, to require protection against unauthorized disclosure for 
reasons of national security. See Enclosure 1 . The original report is classified | | 

|. The 

report iselassified| 

|) Based on the | J classification and the use of | 

|in the original report, the CIA will accommodate the Court in its review of the 
enclosures, to include making the CIA, Headquarters available or using 
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Mr.J | is the point of contact within the Litigation Division, Office of the General 

Counsel, and will coordinate the original report and the proposed summarized assessment being 
available anytime the Court would like to review the material and the mutually agreeable location. 



Mr. 



may be contacted at 



or 



|) The CIA acknowledges that the original report and the proposed summarized report 
must be made part of the appellate record. Accordingly and because the documents contain | | 
|. the CIA requests the documents be permanently stored at CIA Headquarters. 

(U) The CIA gives temporary custody of the summarized report to the prosecution. The 
prosecution is authorized to make the report available to the defense counsel and their security 
experts to inspect until the end of the court-martial. The defense counsel are only authorized access 
to inspect the summarized report with their security experts present. The defense counsel and their 
experts are authorized to take notes, and those notes will be classified at the same level as the report. 
All notes must be stored pursuant to the Court's Protective Order, dated 1 6 March 20 1 2. The defense 
counsel and their experts are not authorized to share the information contained within the report or 
their notes with the accused. At the conclusion of the court martial, the prosecution is required to 
return all the copies of the summarized report to the CIA. 



WITNESSES/EVIDENCE 



(U) The United States does not request any witnesses be produced for this motion. The 
prosecution requests that the Court consider enclosures listed at the end of this motion. 

LEGAL AUTHORITY AND ARGUMENT 

(U) If classified information is at issue in a court-martial, then the United States may agree to 
disclose the classified information to the defense under a protective order. See MRE 505(g)( I). 
Additionally, the United States may motion the Court to "authorize (A) the deletion of specific items 
of classified information from documents to be made available to the [accused], (B) the substitution 
of a portion or summary of the information for classified documents, or (C) the substitution of a 
statement admitting relevant facts that the classified information would tend to prove." MRE 
505(gX2). The military judge "shall authorize" these alternative forms, unless she determines "the 
disclosure of the classified information itself is necessary to enable the accused to prepare for trial." 
Id. If a motion is filed under MRE 505(g)(2), then upon request of the United States, the motion 
"shall" be considered by the military judge in camera and "shall not be disclosed to the accused." Id. 

(U) The procedures outlined in MRE 505(g)( 1 ) and (2) apply when the United States 
voluntarily discloses information and does not withhold classified information under MRE 505(c). If 
the United States intends to withhold information under MRE 505(c), then the United States must 
move for an in camera proceeding under MRE 505(i)(2), obtain an affidavit demonstrating that 
disclosure of the information reasonably could be expected to cause damage to the national security 
under MRE 505(iX3), and follow the notice procedures outlined under MRE 505(i)(4). See MRE 
505(i). For the purposes of this filing, the CIA, through the prosecution is voluntarily disclosing a 
summary of their report, pursuant to the Court's Order and is not withholding any classified 
information under MRE 505(c) and MRE 505(i). 



|| Pursuant to the Court's Order, the prosecution traveled to CIA headquarters and 
reviewed the original | | report for information favorable to the accused and 

material to guilt or punishment. Sec RCM 701 (a)(6); see also Brady v. Maryland , 373 U.S. 83 
(1963). The prosecution reviewed the original CIA report and determined that it contained 
information that was favorable to the accused and material to guilt or punishment. The particular 
sections are highlighted in yellow. See Enclosure 1 . The prosecution identified discoverable 
information and the CIA reviewed the information to determine if it would authorize the prosecution 
to voluntarily disclose the original classified material to the defense under MRE 505(g)( 1 ) or (gX2). 
The CIA determined that the agency would disclose the information in a summarized form under 
MRE 505(gX2). The prosecution reviewed the summary and determined that it accurately 
summarized the original material, including providing adequate context. 

(U) The information contained within the original report, which is not included in the 
summary, does not meet the RCM 701(aX6) or Bmdy/Giglio standards and therefore is not 
discoverable. Additionally, that information is not "necessary to enable the accused to prepare for 
trial" under MRE 505(gX2). Therefore, the defense is not entitled to discovery of the non 
summarized information. 



(U) Should the Court find the deleted, substituted, or summarized information is discoverable 
under RCM 70 l(aX6), or Brady/Giglio , or is "necessary to enable the accused to prepare for trial" 
under MRE 505(gX2), then the United States requests the opportunity to either- (1) address the 
Court's findings with the relevant government agency to determine whether a different alterative 
under MRE 505(gX2) is appropriate and file that alternative with the Court, or (2) allow for the 
relevant government agency to claim a privilege under MRE 505(c) and the United States to move 
for an in camera proceeding under MRE 505(i). 











If the prosecution does offer 



aggravating evidence during the presentencing portion of the trial, then it will disclose the evidence 
pursuant to RCM 701 (aX5), subject to any required protections under MRE 505. 



CONCLUSION 



(U) The United States respectfully requests this Court to: (1) consider this motion in camera 
and ex parte under MRE 505(gX2), and (2) authorize a substitution of the portion of the CIA report 
that is favorable to the accused and material to guilt or punishment under MRE 505(g)(2). 




ASHDEN FEIN 
MAJ, JA 
Trial Counsel 



3 Enclosures 

1 . Original CIA Report (classified | 

| > [not attached] 

2. Summarized CIA Report (classified 

3. Draft Sealing Orders (x3) 



I) [not attached] 



3 



